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OVERVIEW

This how to guide introduces the Microsoft Bot - Generate and Refresh Token. Instead of spending
precious time and resources on repetitive, manual tasks, let Automate go to work and streamline
your IT and business processes with robotic process automation. With the help of Automate we
can take over manual steps which greatly reduces the repetitive activities and improves the
quality and consistency of the work. The top processes being Automated are report generation,
file movement, data import and export, and scheduling batch processing.

The Microsoft Bot - Generate and Refresh Token is based in the Microsoft identity platform and
the Microsoft Graph API. It generates an OAuth2 access token requesting it to the
https://login.microsoftonline.com/common/oauth2/v2.0/token. It uses a “grant_type”
parameter with “authorization_code” (authorization code workflow) type for first time token
generation. Once the Token is generated within the first execution of the Bot, it will use a
“grant_type” with “refresh_token” in order to refresh the Token during next executions.
Microsoft does not yet provide a configurable refresh token time, so we recommend to analyze
its behavior and set the execution of this Bot accordingly to your needs in order to use the
generate token on a daily basis and make any Microsoft bot work with it.

Check carefully the PREREQUISITES and the HOW TO EXECUTE THE MIICROSOFT BOT - GENERATE AND
REFRESH TOKEN sections to get detailed information.



https://login.microsoftonline.com/common/oauth2/v2.0/token

PREREQUISITES
e Automate: The Microsoft Bot depends on Automate software in order to work. The minimal
supported versions are:
o Automate Ultimate 11.2
o Automate Plus 11.2
o Automate Desktop 11.2

e Automate Markup Language file ((AML): The primary file type used in Automate which contains the
steps of our Microsoft Bot task

e  Microsoft Graph: Our minimal requirements are:

o Registered application with the Microsoft identity platform: You will need to register an
application with the Microsoft identity platform to be able to configure the proper scope and
request of the token. You can find more information on how to register at Microsoft.

i Automate

« i Delete @ Endpoints

i overview - Display name 7 té s} supported account types  : My organization only

& CQuickstart Application (client) ID : 43479612-f0c5-4e5e-beas-09d2f438cBb2 Redirect URIs : Add a Redirect URI

rd Integration assistant (preview) Directory (tenant) ID : ca81e23b-3509-45ee-a998-3e346acf274d Application 1D URI : Add an Application ID URI
Object ID + f02f49c1-3923-44f1-b3ed-aaec66c64fba Managed application in L. : Automate

Manage 2

= Branding
@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Lear more
2 Authentication

o Configure your application to get access to the Microsoft Graph APl without a user: Once you
register your applications you will need to configure it to get access without a user. This way
you will be able to get a token. In this step you will give permission to the Microsoft Graph
API that is used by this bot. You will find the step-by-step on how to do this here.

Some of the configurations you will need are the redirect URL, the supported account types
as shown here:

) Automate

o « [l Delete &3 Endpoints
~
i overview Display name : Automate Supported account types My organization only
& Quickstart Application (client) ID : 43479612-f0c5-4eSe-be9s-99dzf438cab2 Redirect URIS - Add a Redirect URI
# Integration assistant (preview) Directory (tenant) D : caB1e23b-3509-45ee-ag98-3e346act274d Application 1D URI : Add an Application ID URI
Object ID  f0249¢1-3923-44{1-b3ed-aaecbbco4i6a Managed application in L. : Automate

Manage a



https://docs.microsoft.com/en-us/graph/auth-register-app-v2
https://docs.microsoft.com/en-us/graph/auth-v2-service

3 Automate | Authentication =

E Sav X Discard O Got feedback?

| «

B Overview

& Quickstart

f Integration assistant (preview)

Manage

&= Branding

Configure platforms

Web applications

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

D

Build, host, and deploy a web server
application. .NET, Java, Pythan

Single-page application

Configure browser client applications and
progressive web applications. Javascript.

Mobile and desktop applications

@ o /mcs

Objective-C, Swift, Xamarin

] Mobile and desktop applications

Windows, UWP, Console, |oT & Limited-

entry Devices, Classic i05 + Android

B Overview
& Quickstart

A Integration assistant {preview)

Manage

= Branding

D Authentication
Certificates & secrets

11! Token canfiguration

& APl permissions

& Expose an APl

B Owners

= Roles and administrators (Previe,..

H Manifest

Support + Troubleshooting

& Troubleshooting

B New supportrequest

‘. Android

Java, Kotlin, Xamarin

Platform configurations

Depending on the platform or device this spplication is targeting, additional configuration rmay be required such s
redirect URD, specific authentication settings, or fields specific to the platform.

~ Web Quickstart  Docs

Redirect URIs

The URIs we will accept as returning 3 £t
Learn more about Redirect URIs and their restrictions

responses (tokens) after successfully authenticating wsers, Also referred to 35 reply URLs,

Add URI

Logout URL

is is where we send a request to have the application clear the user's session data. This is required for single sign-out
towork carrecthy.

[(e.g. htpsetimyapp.comilogout M

Implicit grant

Allows an application to request 3 token directly from the authorization endpoint. Checking Access tokens and ID
tokens is recommended only if the application has  single-page architecture (SP&), has no back-end components,
does not use the latest version of MSAL.js with auth code flow, or itimvokes 3 web APl via JavaScript. ID Token is needed
for ASP.NET Core Web Apps. Learn mare about the implicit grant flow

To enable the implicit grant flow, select the tokens you would like to be issued by the authorization endpaint:

[ Access tokens

[ 10 tokens

Supported account types

Who can wse this application or access this API?
O Accounts in this organizational directory onby (HelpSystems only - Single tenant)

(®) Accounts in any organizational directary (Any Azure AD directory - Multitenant)




It is important to give the Microsoft Graph the proper scope for this bot to work. In this case
it will be Calendars.Read. As shown in the next picture:

- OutlookCalendarforAutomate | APl permissions =

‘ 22 Search (Ctrl+n

B overview
&4 Quickstart
4 Integration assistant (preview)
Manage
= Branding
3 Authentication
Certificates & secrets
It Token configuration

2= APl permissions

O Refresh

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the conszent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and cansent

+ Add a permission Grant admin consent for HelpSystems

APl fPermissions name Type Description Admin cansent req... Status
~ Microsoft Graph (2 L1
I Calendars.Read Delegated  Read user calendars I - o
User.Read Delegated  Sign in and read user profile - b

Generate an application client Secret with the desired expiration date:

Certificates & secrets

Token configuration

]

API perrrissions

(2

Expose an AF|

Dwners

Ul Manifest

Roles and administratars (Previe...

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwerd,

+New dient secret

Description Expires Value

Altomate 571872021 s




Here you can check the overview result of the configured app:

2 Fearch (Ctl+n « [i] Delete @ Endpoints

i Overview Display narne | OutloakCalendarforbutarnate Supported sccaunttypes : Multiple organizations

% Quickstart Bpplication (client) 1D ; 28332231 Redirect URls 1 web, 0spa, 0 public client

# Integration assistant (preview) Directory (tenant) D : caBled3b Bpplication 1D URI + dd an Applicstion 1D URI

Object [0 | cadlallg- Wansged application in ... : QutlookCalendarforbutomate
Marage

Authorization Code for first execution: Once the application is registered and configured you
will be able to get the Authorization Code needed for first time Bot Execution. For this you
will need to open the next URL in your browser (change the ##CLIENTID## with yours) and
you will receive the Authorization code in your browser address bar. Note that in the URL we
already specify the scope needed. In this example: Calendars.Read. You need to log into your
Outlook account.

https://login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=##CLIENTID##
&response_type=code&scope=Calendars.Read

How TO IMPORT AN AUTOMATE TASK

Compatible file types can be imported to the repository via drag-and-drop

From the Server Management Console, navigate to the Repository section

Drag the desired file(s) from its original location and drop them into the folder in the SMC. Files can be
dropped into the folder icon or the main panel (as shown below). Imported object(s) are automatically
placed into their corresponding repository location.




Repository

Conditions are automation objects that are used as an automatic starting point of an AutoMate Workflow.

Search and filter

Pro =
r_ I Wait for File X to exist in Folder ¥ @ Idle @ ‘Waste Time

CKC_X5. y_Trigger Trigger on Alt+A 0-1= Logon Watc!

Home Share

* T L » Computer Loca Disk (C:) » temp » BPA Conditions v & Search BPA Conditions 0

-

3 Documents ~  WNafne Date modified

Type Size
B3 Downloads r
i | Exported BPA Conditions [6 items].ampkg  5/27/2014 22 AM AutoMate BPA 10 ... 10KB
il Misc -
J’ Music
=l My Workflows

How TO EXECUTE THE MICROSOFT BOT - GENERATE AND REFRESH TOKEN

If this is the first time running this task, we will need to set some parameters

Open the Server Management Console and locate the imported task

Edit the imported task by right clicking on the task and selecting edit




IENS

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of actions.|

() New
®

Task (1)

@ Edit @ Run Properties @ Mew Folder @ Recycle Bin LR

Views w Groups

Microsoft Bot - Generate and
Refreshing Token

Run
Export
Cut

Copy
Select All
Delete
Rename
Disable
Lock
Properties

Go to 3

From step 2 edit the next variables according to you desired output:

var_GetTokenURL: The URL used to request a Microsoft Token generation. It is set to the default
URL provided by Microsoft:

https://login.microsoftonline.com/common/oauth2/v2.0/token

var_AuthCode: This is the Authorization Code received during the step-by-step provided by
Microsoft (mentioned in the prerequisites). This is used just when first running in case a token
and refresh_token do not exist.

var_RedirectUri: The URL for redirection. By default, it is set to http://localhost. We don’t really
need this value for the bot operation but it is a requisite.

var_Clientld: This ID is unique to your app and is used for initiating OAuth.

var_ClientSecret: This will be the Client Secret generated within the Microsoft App that you
created.

var_TokenFileOutput: This will be the path and filename in which you want the bot to create the
txt file with the token and token refresh string generated. Default:

C:\Automate\MicrosoftGraphToken.txt



https://login.microsoftonline.com/common/oauth2/v2.0/token
http://localhost/

Here is an example of the content of the text file generated:

E *MicrosoftGraphTokentxt - Motepad
File Edit Formnat Wiew  Help

access_token:eywl@eXA101 IKVIQILCIub25 3 /5T6TIRCTmRA3 oBNX xR 1Y Bemd 3 d L BWbmi
refresh_token:0AQABARAAAAAM-BELLEBE 1TpWMLILEKPOA LK 3Uz2 1ce 723 vKAz AE FSdFyT ?s|

IMPORTANT: If the Authorization Code is changed, you need to delete this file before first Bot Execution.

Save and close the task

Select the task and click on Run

IENS

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of action:

@ New @ Edit @ Run Properties @ New Folder @ Recycle Bin LE ]
@ Views v Groups W

| Task (1)

Microsoft Bot - Generate and
Refreshing Token

Select your Agent and click on Run again

Tasks

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of actions.

(+) Ne @ et () Run

4 55 Tasks @

= samples

[ sapsor Select Agent/Agent Group

r‘ Tareas dtiles Select the Agent/Agent Group ta run the task or process on
[F= Conditions Name
[ Processes

(=] automaressaaoo

Run Cancel |




APPENDIX A - TROUBLESHOOTING

e logs: Each iteration of our bot creates a log file for troubleshooting. You can locate the log file
under C:\Automate\Tasks\<<TASK NAME>>. By Default, the task name is Microsoft Bot - Generate

and Refreshing Token.
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